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where �G denotes reachability. We use ∼S to denote the
corresponding equivalence relation, and can use sim to de-
termine all equivalence classes by pairwise patch comparison
in a process that iteratively merges equivalence classes where
the similarity of two patches exceeds a certain threshold ta
(cf. Figure 3). Section III-D describes how we overcome
resulting combinatorial explosion.

From another perspective, the partition of the equivalence
relation S can also be seen as an unsupervised threshold-based
flat clustering of U [39]. In Section IV, we will use this fact to
evaluate the accuracy of the approach with external evaluation
methods for clusterings.

With this, we reduced the problem of finding clusters of
similar patches to a function sim, which rates the similarity
of two patches. In the following, we will introduce sim, the
function that scores the similarity of two patches, and its set
of parameters that control the sensitivity of the function.

1) Rating similarity of two patches: As mentioned above,
patches evolve over time. While the commit message and the
code may change, they still introduce the same logical change.
As the commit message and diff may evolve independently, we
calculate two independent scores that quantify the similarity of
the two commit messages and the similarity of the two diffs
(rmsg, rdiff ∈ [0,1]). Again, 0 means no commonalities while 1

means equivalence on a textual level.
a) Similarity of commit messages: Maintainers may

amend or reword commit messages before they integrate the
patch. They can also rearrange or reformat the patch to make
it easier to understand, or to avoid ambiguities. Nevertheless,
keywords that are used in those messages tend to remain the
same. Before comparing commit messages, we remove all tags
that were added by maintainers, as they do not appear in the
initial patch. The next step is to tokenise and sort all words in a
commit message. The tokens are separated by whitespaces. We
then pairwise compare them against each other by using the
Levenshtein string distance [33]. We select the closest match
for each token. The arithmetic mean over all matches forms the
score rmsg. We chose the Levenshtein string distance together
with tokenisation, as it respects restructured messages as well
as minor changes in wording, such as typo fixes.

b) Similarity of diffs: Even if code changes or evolves
over time, we observed that different versions of a patch
very likely still affect the same code paths and files and use
similar keywords or variable names. We compare diffs in an
iterative process. A single patch may modify several files.
When comparing the diff component of two patches, we only
consider changes to files with similar filenames. The threshold
of the Levenshtein similarity for filenames is determined by
the parameter tf, which must be exceeded if the diff of two
files is considered for actual comparison. A diff of a given
file may consist of several hunks, which describe changes to a
certain section within the file. Hunks are annotated with the
line number within the file and a hunk header that describes the
context of the change (cf. Figure 2). They display "the nearest
unchanged line that precedes each hunk" [34]. We pairwise
compare all hunks of the two diffs against each other, but
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Figure 3: ↵: sim determines the similarity (edge weights) of
patches. Dashed edges remain below the threshold ta = 0.80.
�: Connected components above the threshold form equiva-
lence classes of similar patches. Green and orange vertices
exemplarily denote patches on ML and commits respectively.

only consider hunks with hunk headers that exceed a certain
similarity th. Hunks for which a mapping can not be established
are ignored, as the hunk might have been added or removed
in one of the patches. To compare those hunks, we disregard
context lines as they might have changed in the meanwhile,
compare insertions only against insertions, and deletions only
against deletions. Therefore, we again tokenise deletions resp.
insertions and use the Levenshtein string distance to compute a
score for the hunk. The arithmetic mean of scores of all hunks
provides the similarity score for the diff, rdiff.

C. Parameters

The extensive use of string metrics for measuring the
similarity of different parts of a patch opens a wide spectrum
for different thresholds of similarity. Additional parameters (tf,
th, dlr, w, ta) investigate the structure of the patch and control
the sensitivity of the comparison.

a) tf: filename threshold: A file might have been renamed
in the time window between the submission and acceptance of
a patch. As mentioned above, we only consider the pairwise
comparison of files with a similar filename. The filename
threshold (tf ∈ [0,1]) denotes a similarity threshold for

M. Joblin, WM, S. Apel, J. Siegmund, D. Riehle: From Developer Networks to Verified Communities, Proc. IEEE/ACM ICSE, 2015
R. Ramsauer, D. Lohmann ,WM: The List is the Process: Reliable Pre-Integration Tracking of Commits on Mailing Lists, Proc. IEEE/ACM ICSE, 2019

Prof. Dr. W. Mauerer Dummheit, Intelligenz, D. Trump 12. April 2019 8 / 26

3. Funktionsweise

Funktionsweise II



Überwacht (supervised)
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A/RES/217, UN-Doc. 217/A-(III), Art. 11, Abs. 3
Jeder Mensch, der einer strafbaren Handlung
beschuldigt wird, ist solange als unschuldig
anzusehen, bis seine Schuld in einem öffentlichen
Verfahren, in dem alle für seine Verteidigung
nötigen Voraussetzungen gewährleistet waren,
gemäß dem Gesetz nachgewiesen ist.
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+ .007⇥ =

x sign(r
x

J(✓,x, y))
x+

✏sign(r
x

J(✓,x, y))
“panda” “nematode” “gibbon”

57.7% confidence 8.2% confidence 99.3 % confidence

Figure 1: A demonstration of fast adversarial example generation applied to GoogLeNet (Szegedy
et al., 2014a) on ImageNet. By adding an imperceptibly small vector whose elements are equal to
the sign of the elements of the gradient of the cost function with respect to the input, we can change
GoogLeNet’s classification of the image. Here our ✏ of .007 corresponds to the magnitude of the
smallest bit of an 8 bit image encoding after GoogLeNet’s conversion to real numbers.

Let ✓ be the parameters of a model, x the input to the model, y the targets associated with x (for
machine learning tasks that have targets) and J(✓,x, y) be the cost used to train the neural network.
We can linearize the cost function around the current value of ✓, obtaining an optimal max-norm
constrained pertubation of

⌘ = ✏sign (r
x

J(✓,x, y)) .

We refer to this as the “fast gradient sign method” of generating adversarial examples. Note that the
required gradient can be computed efficiently using backpropagation.

We find that this method reliably causes a wide variety of models to misclassify their input. See
Fig. 1 for a demonstration on ImageNet. We find that using ✏ = .25, we cause a shallow softmax
classifier to have an error rate of 99.9% with an average confidence of 79.3% on the MNIST (?) test
set1. In the same setting, a maxout network misclassifies 89.4% of our adversarial examples with
an average confidence of 97.6%. Similarly, using ✏ = .1, we obtain an error rate of 87.15% and
an average probability of 96.6% assigned to the incorrect labels when using a convolutional maxout
network on a preprocessed version of the CIFAR-10 (Krizhevsky & Hinton, 2009) test set2. Other
simple methods of generating adversarial examples are possible. For example, we also found that
rotating x by a small angle in the direction of the gradient reliably produces adversarial examples.

The fact that these simple, cheap algorithms are able to generate misclassified examples serves as
evidence in favor of our interpretation of adversarial examples as a result of linearity. The algorithms
are also useful as a way of speeding up adversarial training or even just analysis of trained networks.

5 ADVERSARIAL TRAINING OF LINEAR MODELS VERSUS WEIGHT DECAY

Perhaps the simplest possible model we can consider is logistic regression. In this case, the fast
gradient sign method is exact. We can use this case to gain some intuition for how adversarial
examples are generated in a simple setting. See Fig. 2 for instructive images.

If we train a single model to recognize labels y 2 {�1, 1} with P (y = 1) = �
�
w

>
x+ b

�
where

�(z) is the logistic sigmoid function, then training consists of gradient descent on

E
x,y⇠pdata⇣(�y(w>

x+ b))

where ⇣(z) = log (1 + exp(z)) is the softplus function. We can derive a simple analytical form for
training on the worst-case adversarial perturbation of x rather than x itself, based on gradient sign

1This is using MNIST pixel values in the interval [0, 1]. MNIST data does contain values other than 0 or
1, but the images are essentially binary. Each pixel roughly encodes “ink” or “no ink”. This justifies expecting
the classifier to be able to handle perturbations within a range of width 0.5, and indeed human observers can
read such images without difficulty.

2 See https://github.com/lisa-lab/pylearn2/tree/master/pylearn2/scripts/

papers/maxout. for the preprocessing code, which yields a standard deviation of roughly 0.5.

3

I. J. Goodfellow, J. Shlens, Ch. Szegedy: Explaining and harnessing adversarial examples, ICLR 2015
Eykholt, Evtimov et al.: Robust Physical-World Attacks on Deep Learning Visual Classification, CVRP 2018
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Figure 1: The left image shows real graffiti on a Stop sign,
something that most humans would not think is suspicious.
The right image shows our a physical perturbation applied
to a Stop sign. We design our perturbations to mimic graffiti,
and thus “hide in the human psyche.”

the viewing camera. Additionally, other practicality chal-
lenges exist: (1) Perturbations in the digital world can be
so small in magnitude that it is likely that a camera will not
be able to perceive them due to sensor imperfections. (2)
Current algorithms produce perturbations that occupy the
background imagery of an object. It is extremely difficult
to create a robust attack with background modifications be-
cause a real object can have varying backgrounds depending
on the viewpoint. (3) The fabrication process (e.g., printing
of perturbations) is imperfect.

Informed by the challenges above, we design Robust

Physical Perturbations (RP

2

), which can generate perturba-
tions robust to widely changing distances and angles of the
viewing camera. RP2 creates a visible, but inconspicuous
perturbation that only perturbs the object (e.g. a road sign)
and not the object’s environment. To create robust perturba-
tions, the algorithm draws samples from a distribution that
models physical dynamics (e.g. varying distances and an-
gles) using experimental data and synthetic transformations
(Figure 2).

Using the proposed algorithm, we evaluate the effective-
ness of perturbations on physical objects, and show that
adversaries can physically modify objects using low-cost
techniques to reliably cause classification errors in DNN-
based classifiers under widely varying distances and angles.
For example, our attacks cause a classifier to interpret a
subtly-modified physical Stop sign as a Speed Limit 45 sign.
Specifically, our final form of perturbation is a set of black
and white stickers that an adversary can attach to a physical
road sign (Stop sign). We designed our perturbations to re-
semble graffiti, a relatively common form of vandalism. It
is common to see road signs with random graffiti or color
alterations in the real world as shown in Figure 1 (the left
image is of a real sign in a city). If these random patterns
were adversarial perturbations (right side of Figure 1 shows
our example perturbation), they could lead to severe conse-
quences for autonomous driving systems, without arousing
suspicion in human operators.

Given the lack of a standardized method for evaluating

Figure 2: RP2 pipeline overview. The input is the target Stop
sign. RP2 samples from a distribution that models physical
dynamics (in this case, varying distances and angles), and
uses a mask to project computed perturbations to a shape
that resembles graffiti. The adversary prints out the resulting
perturbations and sticks them to the target Stop sign.

physical attacks, we draw on standard techniques from the
physical sciences and propose a two-stage experiment de-
sign: (1) A lab test where the viewing camera is kept at
various distance/angle configurations; and (2) A field test
where we drive a car towards an intersection in uncontrolled
conditions to simulate an autonomous vehicle. We test our
attack algorithm using this evaluation pipeline and find that
the perturbations are robust to a variety of distances and
angles.
Our Contributions. Figure 2 shows an overview of our
pipeline to generate and evaluate robust physical adversarial
perturbations.

1. We introduce Robust Physical Perturbations (RP2) to
generate physical perturbations for physical-world ob-
jects that can consistently cause misclassification in a
DNN-based classifier under a range of dynamic physi-
cal conditions, including different viewpoint angles and
distances (Section 3).

2. Given the lack of a standardized methodology in eval-
uating physical adversarial perturbations, we propose
an evaluation methodology to study the effectiveness
of physical perturbations in real world scenarios (Sec-
tion 4.2).

3. We evaluate our attacks against two standard-
architecture classifiers that we built: LISA-CNN with
91% accuracy on the LISA test set and GTSRB-CNN
with 95.7% accuracy on the GTSRB test set. Using two
types of attacks (object-constrained poster and sticker
attacks) that we introduce, we show that RP2 produces
robust perturbations for real road signs. For example,
poster attacks are successful in 100% of stationary and
drive-by tests against LISA-CNN, and sticker attacks
are successful in 80% of stationary testing conditions

I. J. Goodfellow, J. Shlens, Ch. Szegedy: Explaining and harnessing adversarial examples, ICLR 2015
Eykholt, Evtimov et al.: Robust Physical-World Attacks on Deep Learning Visual Classification, CVRP 2018
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A. M. Turing 1936
258 A. M. TURING [NOV. 12,

and

2( & FW)-^ f {G(u^n^, w(m)) v G(u^m\

&

Hence 21, & FW"> -> ( - H { u ^ n \ u™)).

The conditions of our second definition of a computable function are
therefore satisfied. Consequently rj is a computable function.

Proof of a modified form of (iii).
Suppose that we are given a machine Tl, which, starting with a tape

bearing on it 9 9 followed by a sequence of any number of letters "F" on
P-squares and in the m-configuration b, will compute a sequence yn

depending on the number n of letters " F ". If <f>n(m) is the m-th figure of
yv, then the sequence /3 whose n-th. figure is <f>n{n) is computable.

We suppose that the table for Tl has been written out in such a way
that in each line only one operation appears in the operations column. We
also suppose that S, 0, 0, and 1 do not occur in the table, and we replace
9 throughout by 0, 0 by 0, and 1 b y l . Further substitutions are then
made. Any line of form

95

te(23, u, h, k)

93

re(93, t>, h, k)

and we add to the table the following lines:
u pe(ul5 0)
Uj. R, Pk, R, P0, R, P0 u2

u2 re(u3, u3, k, h)

u3 pe(u2, F)

and similar lines with x> for u and 1 for 0 together with the following line
c R, PE, R, Ph 6.

We then have the table for the machine (H/ which computes jS. The
initial m-configuration is c, and the initial scanned symbol is the second a.

we

and

by

21
replace by

21
any line of

21
2(

the

a-

a

form
a

a

PO

PO

Pi
Pi
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Identifying the learnable is a fundamental goal of machine learn-
ing. To achieve this goal, one should first choose a mathemati-
cal framework that allows a formal treatment of learnability. This 

framework should be rich enough to capture a wide variety of learn-
ing problems. Then, one should find concrete ways to characterize 
learnability within this framework.

This paradigm has been successfully applied in many contexts 
of machine learning. In this work, however, we show that this par-
adigm fails in a well studied learning model. We exhibit a simple 
problem where learnability cannot be decided using the standard 
axioms of mathematics (that is, of Zermelo–Fraenkel set theory 
with the axiom of choice, or ZFC set theory). We deduce that there 
is no dimension-like quantity that characterizes learnability in  
full generality.

Standard learning models
Machine learning deals with various kinds of statistical problems, 
such as pattern recognition, regression and clustering. These prob-
lems share important properties in common. Perhaps the most 
basic similarity is in their goal, which can be roughly stated as:

Approximate a target concept given a bounded amount of data 
about it.

Another similarity lies in the ideas and techniques that are used 
to study them. One example is the notion of generalization, which 
quantifies the quality of the approximation of the target concept. 
Other notable examples include algorithmic principles such as 
ensemble methods, which combine multiple algorithms in ways 
that improve on their individual performances, and optimization 
techniques such as gradient descent.

The affinity between these learning contexts leads to a pursuit of 
a unified theory. Such a theory would expose common structures, 
and enable a fruitful flow of ideas and techniques between the dif-
ferent contexts as well as into new learning problems that may arise 
in the future.

A unified theory exists in the context of classification problems, 
which includes problems like speech and spam recognition. This 
theory is called probably approximately correct (PAC) learning1 or 
Vapnik–Chervonenkis (VC) theory2,3. A profound discovery within 
this theory, which is known as the ‘fundamental theorem of PAC 

learning’, is the characterization of PAC learnability in terms of VC 
dimension2,4. This result provides tight upper and lower bounds 
on the statistical complexity—the number of examples needed for 
learning—of arbitrary binary classification problems.

This characterization is remarkable in that it reduces the notion 
of PAC learnability to a simple combinatorial parameter. In some 
cases, it can even provide insights for designing learning algorithms. 
For example, it is useful in quantifying tradeoffs between expressiv-
ity and generalization capabilities.

Wide extensions of PAC learnability include Vapnik’s statisti-
cal learning setting5,6 and the equivalent general learning setting 
by Shalev-Shwartz and colleagues7. These rich frameworks capture 
many well studied settings, such as binary classification, multi-
class classification, regression as well as some clustering problems. 
The existence of a VC dimension-like parameter that characterizes 
learnability in these frameworks has attracted considerable atten-
tion (see, for example, refs. 8–11).

A corollary of our results is that there is no VC dimension-like 
parameter that generally characterizes learnability. We offer a for-
mal definition of the term ‘dimension’. All notions of dimension 
that have been proposed in statistical learning comply with this 
definition. We show that there can be no such notion of dimen-
sion whose finiteness characterizes learnability in general models of 
learning. This is discussed in more detail in the section ‘Dimensions 
for learning’.

Our focus is on a specific learning problem we call ‘estimating 
the maximum’ (EMX). The EMX problem belongs to both models 
discussed above. Here is a motivating example. Imagine a website 
that is being visited by a variety of users. Denote by X the set of all 
potential visitors to the website. The owner of the website wishes to 
post ads on it. The posted ads are to be chosen from a given pool 
of ads. Each ad A in the pool targets a certain population of users 
FA ⊆  X. For example, if A is a sports ad then FA is the collection of 
sports fans. The goal is to place an ad whose target population visits 
the site most frequently. The challenge is that it is not known in 
advance which visitors are to visit the site.

More formally, we assume access to a training sample of visi-
tors drawn from an (unknown) distribution P. The collection of 
ads corresponds to the family of sets F  =  {FA : A is an ad in the 
pool}. The ad problem above becomes an instance of the following  
EMX problem:

Learnability can be undecidable
Shai Ben-David1, Pavel Hrubeš2, Shay Moran3, Amir Shpilka4 and Amir Yehudayoff# #5*

The mathematical foundations of machine learning play a key role in the development of the field. They improve our under-
standing and provide tools for designing new learning paradigms. The advantages of mathematics, however, sometimes come 
with a cost. Gödel and Cohen showed, in a nutshell, that not everything is provable. Here we show that machine learning shares 
this fate. We describe simple scenarios where learnability cannot be proved nor refuted using the standard axioms of math-
ematics. Our proof is based on the fact the continuum hypothesis cannot be proved nor refuted. We show that, in some cases, 
a solution to the ‘estimating the maximum’ problem is equivalent to the continuum hypothesis. The main idea is to prove an 
equivalence between learnability and compression.

Corrected: Author Correction
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Einführung ins Universum
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Theorie, Verstehen, Nachplappern
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Schluss
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